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Executive Summary

Introduction

The U.S. Department of Transportation (USDOT) has established a multimodal program that is
researching the potential for wireless communication among vehicles and with infrastructure to
dramatically improve transportation safety, and to advance mobility and environmental goals. The
connected vehicle program, as this research is known, is led by the Intelligent Transportation Systems
Joint Program Office (ITS JPO) within the Research and Innovative Technology Administration (RITA)
with support from four other modal agencies1 within the USDOT. A critical requirement for a
connected vehicle system (the term used to refer to future deployment of the system) is security, or a
means to ensure that messages sent across the system are legitimate and have not been tampered
with. At the same time, users want to have a reasonable assurance of appropriate privacy in the
system. Research to date has indicated that use of a Public Key Infrastructure (PKI) security system,
involving the exchange of digital certificates among trusted users, can support both the need for
message security and for providing appropriate anonymity to users while in transit. Certificate
Management Entities (CMEs) perform the back office functions required to administer a PKI security
system, such as registering users and issuing and revoking certificates. The term Security Credential
Management System (SCMS) is also used to refer to all CME organizations, or the certificate
management system as a whole.

Security Credential Management System (SCMS) — The set of organizations that house the various functions
and activities necessary for the certificate management process — the entirety of the PKI system for the connected
vehicle system.

Certificate Management Entity (CME) — A legal and administratively independent organization that houses PKI
functions.

The ITS JPO has contracted with Booz Allen Hamilton (Booz Allen) to analyze alternative approaches
and models for CME organizations as part of an overall security network for connected vehicles. In
order to be viable, a SCMS structure must be cost-effective, efficient, and scalable. The purpose of
this project is to analyze alternative CME structures for the purpose of determining the extent to which
each satisfies the objectives and functional requirements identified by USDOT.

Initially the team was focused on developing organizational models that could house the CME
functions in order to identify how these different models might impact security and privacy. Over the
course of the analysis the team determined that, fundamentally, the differences between

! Federal Highway Administration, Federal Motor Carrier Safety Administration, Federal Transit Administration,
and National Highway Traffic Safety Administration.
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organizational models are not anticipated to change levels of security or privacy protection due to the
nature of the PKI system that will establish trust and direct how credentials are exchanged between
users. The differences between organizational models are related to organizational policies and
resulting efficiencies realized through various structures. At this point in the development of the
connected vehicle system, it is premature to specify all organizational policies, but as progress
towards implementation is made, further detail around how to stand up and operate the chosen
structure should be specified, based on existing organizational best practices. We present alternative
organizational models, with focus on one (Model G) that provides the highest levels of organizational
and operational efficiency. The technical questions that came out of this analysis are outlined in the
conclusion and will ultimately drive implementation plans.

CME Functions

PKI is the governing paradigm of communications security within the connected vehicle system. PKI
is a certificate management system that features a central authority, known as the Certificate Authority
(CA), that verifies that users in a system are trustworthy based on certain credentials. This allows
users to trust one another and effectively interact, even if they have had no prior interaction, by virtue
of their trust in the CA, which issues “certificates” that provide the indication of trust to all other users.

There are several functions that are central to PKI systems: the Registration Authority (RA), Certificate
Authority (CA), and Misbehavior Detection and Management (MDM). USDOT and its industry
partners have modified traditional PKI designs to meet the security needs of the connected vehicle
system. Additions to PKI for this environment include organizational separation of RA and CA and the
addition of two Linkage Authorities (LAs) — a new function that provides common values to a large set
of certificates, and also provides an additional level of security because of the addition of another step
in the process of creating certificates. The maodification of the PKI system, by adding two LAs,
enables the system to be able to maintain high levels of privacy and security. The result is a more
complex process for creating and expanding public and private keys, which are cryptographically
created protections added to encrypt and decrypt certificates in order to guard against the possibility of
trip trackability (the ability of someone to track an individual vehicle through a portion or all of a trip).

Several of the PKI functions for the connected vehicle system have yet to be fully developed either
theoretically or operationally. Gaps in the technical architecture include how the Misbehavior
Detection and Management (MDM) function will operate.

As noted above, there are two terms that are used to refer to the entire PKI system of certificate
management for the connected vehicle system (SCMS) and to those individual organizations within
the system that will house, operate, maintain and be responsible for particular functions (CME).

Figure 1 below demonstrates the relationship of CME to SCMS and also provides an illustration of the
basic interactions between the SCMS functions. Additional detail about interactions between functions
and the processes of certificate creation and management are included throughout the report.

U.S. Department of Transportation, Research and Innovative Technology Administration
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Figure 1. Security Credential Management System
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CME Models

The process of analyzing CME options began with an identification of all of the possible ways that the
CME functions could be aligned within a model. Atotal of 15 models were identified, seven of which
were acceptable in regards to ensuring privacy and security. Three models were then chosen for
further exploration. The three models that are described in more detail include all responsibilities for
each function in various combinations in order to realize cost and organizational efficiencies. The
models combine various functions within separate entities in order to realize some operational and
organizational efficiency, while maintaining security protections. No security or privacy differences
exist between the models, as these are predicated on technical and policy decisions. Also included is
a discussion of different ways of combining the LAs, both based on the team’s analysis and
stakeholder input. Development of sufficient technical, procedural, and physical controls is proposed
as a way to maintain separation of data and functions while leveraging other efficiencies and
operational connections. As noted above, the differences in the models are operational and
organizational and don’t change the analyses of security and privacy protections. Model G provides
the most operational and organizational efficiencies, and so is the one used as an example when
talking about the entire SCMS, as above in Figure 1.
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Baselining

USDOT requested that Booz Allen identify a security baseline of acceptable vulnerability and risk by
researching comparable systems in other industries. The team analyzed existing PKI systems in
other industries and organizations and examined audit thresholds and protocols, when available. The
team also examined industry protections against potential risks and vulnerabilities. Though unable to
identify a specific security baseline relevant to the connected vehicle system, the team found that PKI
as a choice of security system for the connected vehicle system provides as comprehensive a security
protection as observed in other systems, though additional protections within the PKI environment can
be applied in order to provide multiple, additional layers of security and protection against data sharing
or unacceptable levels of functions sharing information. Other industries protect against threats to IT
systems by implementing procedural, technical, and physical controls to hardware and software
access. In addition, auditing procedures and protocols specify acceptable levels of security breaches
for some industries, though exact numbers are not available.

Certificate policies within all industries specify how organizations are required to protect against
hardware and software vulnerabilities, although to date almost all are based on X.509 certificates,
while the connected vehicle system is designed to use the Institute of Electrical and Electronic
Engineers (IEEE) 1609.2 certificates, for which new certificate policies and controls will need to be
specified. Technical and policy direction about how to monitor, audit, and enforce standards will guide
implementation of security standards within the SCMS PKI.

Personal Privacy Protection

USDOT has not yet made a determination about whether, and to what extent, the SCMS will need to
collect users’ personally identifiable information (PIl) in order to permit users to participate in the
connected vehicle system. For this reason, to ensure that the current policy analysis is
comprehensive, we have considered all relevant collection options, including the option of keeping
user credentials anonymous — an approach advocated by motor vehicle manufacturers and privacy
advocates. If the CME collects PlI for the purpose of being able to connect security credentials to
individual users, vehicles or devices, there are various ways to do so — and the team has presented
and evaluated each, as well as the option of collecting no PII, in terms of its impact on privacy
protection and CME operations.

The options analyzed include:

e Collect no PIl — This option ensures users’ total anonymity and prevents the SCMS
from being able to trace malfeasance or misbehavior back to a specific individual,
vehicle or device, thus preventing the system owner(s) and/or government from
taking legal action against hackers and others who might use the system for
malicious or illegal purposes. Vehicle manufacturers and privacy advocates have
taken the position that this is the only acceptable option -- the one way to ensure
user acceptance without damaging the commercial interests of manufacturers, safety
benefits of the technology, or privacy interests of consumers.

e Collection of Pl during device activation. This can happen in a number of ways:

U.S. Department of Transportation, Research and Innovative Technology Administration
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0 Leveraging existing systems that collect vehicle-based PII, such as the Vehicle
Identification Number (VIN)
0 Collecting new PII

e Collection of PII within the pseudo system, which is the system that operates on an
ongoing basis to verify, exchange, distribute, monitor, and accept certificates
between vehicles and also between vehicles and Roadside Equipment (RSE).

The latter two collection options would provide a means for tracing malfeasance or
misbehavior back to a specific individual, vehicle or device to enable the system owner(s)
and/or government to identify and take action against those who attack the system for
malicious or illegal purposes. Motor vehicle manufacturers have taken the position that
collection of any PIl by the CME will adversely affect user acceptance, consumer privacy,
the safety benefits of V2V technology, and their commercial interests, as consumers will
not buy new vehicles containing V2V devices due to a perception that the technology will
enable the government to track their location. The collection of Pll by the CME poses
more of a risk to individual privacy than collection of no PIl. However, it remains an open
guestion whether a SCMS with no mechanism to find hackers and others who might use
the system for malicious or illegal purposes also could undermine user confidence in the
V2V system.2

This report discusses and compares against a set of USDOT-furnished criteria each of the methods of
credentialing identified above for various users and communications environments (Vehicle-to-Vehicle
[V2V], Vehicle-to-Infrastructure [V2I], Vehicle-to-Other Device [V2X]).

In the event that USDOT decides that the SCMS needs to collect users’ PlI, this report suggests that
the most feasible collection option, in terms of technical viability, cost, and security protections, is
integrating into SCMS processes the credentialing of users within existing government registration
systems, such as state vehicle registration and USDOT’s registration system for heavy commercial
vehicles.

Expansion of Users to Infrastructure and Mobile Devices

As the connected vehicle system evolves and expands in scope, it is expected that additional
applications and types of users will need to be authenticated and provided with the security
credentials to participate in the system. Roadside infrastructure, such as traffic signals, will need to be
authenticated as trusted members of the system as well. As requested by USDOT, this report
discusses inclusion of nomadic and other non-vehicle-based devices in the trust network. The team'’s
fundamental finding is that the CMEs will need to add levels of functional breadth to existing
operations in order to accommodate such expansion. Additional specification of technical needs and
types of applications will determine the kinds of authentication processes that may be needed for
other equipment, but at this point the requirements for infrastructure and nomadic devices are not

2 Rather than base its decision solely on the speculation of a select group of V2V stakeholders, the USDOT is
considering conducting or sponsoring more research about user acceptance that specifically targets these issues,
to better inform its upcoming regulatory decisions.
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anticipated to be as complex as those envisioned for five-minute certificates on vehicles. Each
certificate is valid for five and a half minutes, which means that a total of 105,120 pairs of keys are
required for a one year supply of certificates (assuming five-minute certificates). Figure 2 represents
the connected vehicle environments referenced in this report.

Figure 2. Connected Vehicle Environments

vav | vl ] [ vax |

CMEs CMEs CMEs

Misbehavior

Misbehavior detection and management are critical components of a SCMS. To date, USDOT and its
research partners have conceptualized how these processes may work, but have yet to develop or
specify the relevant mathematic or algorithmic operations. In this report, we have outlined some
critical issues related to misbehavior processes and their implications to CME operations including:

e Technical malfunction and human malfeasance within the system — how the
differences between these types of misbehavior are detected and what policies are in
place to deal with consequences of each are yet to be specified.

e Certificate Revocation List (CRL) — exact technical specification of how the CRLs are
constructed and distributed is yet to be specified.

e Regaining access to the system after placement on CRL — whether this happens
through replacement of On Board Equipment (OBE) (as suggested by one
stakeholder group), by reactivation of existing Certificate Signing Request (CSR),
which is the certificate to authenticate a user’s device, or by rekeying with a new
CSR are all decisions that have yet to be made, and will impact how CMEs operate
and communicate between each other.

e Suspension vs. revocation — decisions about what offenses would require
suspension of certificates versus revocation are yet to be made and will also impact
the previous point about how to regain access to the system once either suspension
or revocation is reversed.

Technical Specifications

This report contains a detailed listing of technical needs for all the CMEs. Although there are several
ways of potentially producing certificates, this report includes estimation of hardware security modules
(HSMs) in combination with standard processors to produce, store, distribute, and manage
certificates. There remain some gaps in being able to specify certain data and processing needs, as
some of the functional operations are still under development — notably LA and MDM functions. We
have used the current assumptions and our recommendations for how to produce certificates using
HSMs to inform our cost estimates.
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Costs

Based on estimates included in the technical specifications chapter, and research conducted within
the PKI industry, the team was able to develop detailed cost estimates for most certificate
management functions (with the exception of the MDM), including hardware, software, facilities,
redundancy needs, and personnel. Estimates include initial, up front expenses associated with
system development, facilities acquisition/build-out/construction, and hardware and software
procurement. Annual estimates include operations and maintenance for software, hardware, and
facilities, personnel costs, and a system refresh every four years. Up front and annual costs are
specified in total and expressed as costs per OBE on vehicles. Our cost estimates include sensitivity
analyses of roll out phases (penetration percentage), regional needs, and cost savings realizable per
model. Highlights include:

e Total deployment build up and operational costs at full deployment (i.e., 250M
vehicles) for a period of six years could range from $1.54-$2.11B, with an annualized
cost per OBE of $1.03-$1.41.

e Large up-front costs can be somewhat offset by much lower maintenance costs
annually.

e Renewal of hardware and software is estimated to happen every four years because
of the large amount of data processing needed throughout the system.

Implementation Planning

This report includes initial high-level discussions of implementation planning and additional
considerations that will be required for successful roll out of the CMEs, with particular focus on certain
factors, including:

e Disaster recovery
e Technical and policy support for users and CMEs (Help Desk)
e Performance measurement and metrics

Conclusions

One of our primary conclusions about the SCMS design is related to the separation of the two LA
functions. External stakeholder groups have suggested that these need to be within legally and
administratively separate entities. This team’s research and analyses suggest that this separation is
not necessary, as it would increase costs and organizational complexity significantly, while improving
security safeguards only negligibly. Our additional conclusions are set forth in a summary table in the
report’'s Conclusions Chapter. The summary table identifies technical and policy decisions integral to
implementation of any SCMS model that have yet to be made by USDOT and its stakeholders. These
include:

e Phases of Roll Out — urban versus rural roll out, timing for implementation of CMESs across
the country

e Misbehavior — how is it detected, how is malfunction differentiated from malfeasance
(technical questions), and what are the consequences and enforcement policies (legal and
policy questions)
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e Credentialing — what, if any, Pll will be collected at what point in the system and what are the
rules governing access to data

e LAs —what the actual mathematical and algorithmic processes are within the LAs. Do the
LAs need to be separated into legal/administratively separate entities

e CSR -what is the life span of the CSR and how it is rekeyed or renewed

e Back-Up Certificates — if they exist and how they are used

o Certificate Policy — what the policy will say regarding the roles and responsibilities, the rules
governing obtaining certificates, the technical requirements for generation and protection of
private keys and certificates, and the requirements for audit records and periodic compliance
audits

e End of Life — how end of life is determined and defined and what the policies are that govern
disposal of OBE and removal from the system

e Frequency of Certificate Download — currently assumed to be once a year, but may need to
be revisited based on problematic size of downloads

e Number of RAs — determined by amount of hardware needed and communications delivery
network decisions to communicate with OBE

e Number of CAs — determined by decisions about virtual or physical environment and how to
distribute and produce redundancy around the system

e PKI Hierarchy — Root CA and hierarchy decision based on options and security determination

e Certificate Life Span — how would a longer certificate life span impact processing needs
and trip trackability

U.S. Department of Transportation, Research and Innovative Technology Administration
Intelligent Transportation Systems Joint Program Office

Organizational and Operational Models for Certificate Management Entities — Draft 8



Chapter 1 Introduction - Deliberative, Pre-Decisional, Not for Public Release

Chapter 1 Introduction

The U.S. Department of Transportation (USDOT) has established a multimodal research program into
wireless communication among vehicles and with infrastructure with the potential to dramatically
improve transportation safety, and to advance mobility and environmental goals. The connected
vehicle program, as this research is known, is led by the Intelligent Transportation Systems Joint
Program Office (ITS JPO) within the Research and Innovative Technology Administration (RITA) with
support from four other modal agencies® within the USDOT. The ITS JPO has contracted with Booz
Allen Hamilton (Booz Allen) to analyze alternative approaches and models for Certificate Management
Entities (CMES) that could administer the security functions required to support the connected vehicle
system. The CMEs must ensure the security of communications and protect the privacy of system
users, with the goal of building user trust. To be viable, a CME structure must be cost-effective,
efficient, and scalable. The purpose of this project is to analyze alternative CME organizational
structures to determine how each satisfies system objectives and functional requirements identified by
USDOT.

The connected vehicle program is focused on conducting foundational research to facilitate a secure
communications system that could support Vehicle-to-Vehicle (V2V) and Vehicle-to-Infrastructure
(V2I) communications to enable safety, mobility, and environmental applications for the public good,
and to further public acceptance of such a communications system. The security approach that is
utilized was developed by a consortium of light vehicle manufacturers, the Crash Avoidance Metrics
Partnership (CAMP), with the intent of satisfying the needs of balancing security and privacy.*
Addressing these needs is critical to acceptance and use of the system. If users do not feel the
system is trustworthy, they will not use the system and therefore the system will not work. The
security approach was developed for research and testing purposes and does not necessarily reflect
the end state system. The term Security Credential Management System (SCMS) is also used to
refer to all CME organizations, or the certificate management system as a whole.

Security Credential Management System (SCMS) — The set of organizations that house the various functions
and activities necessary for the certificate management process — the entirety of the PKI system for the connected
vehicle system.

Certificate Management Entity (CME) — A legal and administratively independent organization that houses PKI
functions.

For the connected vehicle system to work effectively, users of the network must be able to trust the
validity of messages received from other system users. Establishing the basis of this trust network as

® Federal Highway Administration, Federal Motor Carrier Safety Administration, Federal Transit Administration,
and National Highway Traffic Safety Administration.

* The system being tested and developed will be widely applicable (i.e., will be relevant for trucks, transit, and
pedestrians).

U.S. Department of Transportation, Research and Innovative Technology Administration
Intelligent Transportation Systems Joint Program Office

Organizational and Operational Models for Certificate Management Entities — Draft 9



Chapter 1 Introduction - Deliberative, Pre-Decisional, Not for Public Release

well as other physical and software design considerations across the system are the key elements of
a security design for the connected vehicle system. This project assumes use of a Public Key
Infrastructure (PKI) scheme to achieve the security goals related to establishing trust among users,
consistent with the security approach developed by CAMP. The use of a PKI in this system allows for
the creation and management of digital certificates that bind an identity to its public key to certify the
sources of messages, which enables users to trust the system.5

Certificate Management Project Goals

The goal of this project is to assess alternative organizational models for CMEs that balance the
security of communications with system users’ privacy. A total of 15 models were initially considered,
although only seven were deemed acceptable based on privacy and security criteria identified by the
USDOT (presented in December 2011). Of these seven models, three are presented in more detail in
this report.

This report presents analyses and findings related to organizational models for CMEs, including the
definition of the roles and responsibilities of these structures and significant background discussion of
both technical and policy issues that impact these organizational models. The team has also
identified initial cost estimates and resource requirements based on the assumptions and models
presented herein.

This report includes detailed discussion of attempts to understand and develop a security baseline for
the CMEs. Based on comparable industries and approaches to protecting security in PKI systems,
the team has gathered evidence that may guide how the PKI system being designed for the SCMS
may protect system and user security and privacy. It is critical to note that much of the technical
foundation for the CMEs in development for the connected vehicle system is still theoretical in nature
and has yet to be implemented or operationalized. The best estimates of security protection have
been developed based on the theoretical underpinnings.

The team has conducted wide ranging research into industry examples of various other elements that
impact the development of the CMEs at full deployment of the connected vehicle system.
Investigation of audit practices, cost and resource estimates, privacy protections and standards,
existing organizations and systems that may act as pieces of the CMEs’ needs, and procedural and
technical controls have all yielded important and useful examples and best practices that serve as
starting points for design and implementation of CMEs.

Project Approach

The team has conducted the research and analyses of the development of CME models
systematically and with the input of key stakeholder groups, both internal and external to USDOT.
During the previous phase of work, the team conducted extensive stakeholder interviews and
outreach and synthesized that input with current technical and policy thinking and approaches to

®> CAMP and Volpe, Security Approach for V2V/\V2I Communications Delivery System.
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develop the full complement of models that were considered by USDOT. Based on feedback on a
report and presentation given in December 2011, the team delved into greater detail around three of
the seven models for full explication.

As part of this work, the team conducted deep analysis around technical architecture, specifications,
and needs in order to fully understand the foundation upon which to base operational and
organizational models for certificate management. Because of the quickly evolving and dynamic
nature of the technical work, several assumptions are still in place to guide the discussions. The team
will refer to these assumptions and their implications on the CMEs throughout this report.

One of the main goals of the current report, in addition to presenting different operational models for
providing certificate management, is to highlight the decisions that are still to be made in both
technical and policy arenas. The team has included options for many of the still-outstanding decisions
and what the various implications are for different options.

The requirements of V2V safety applications form a critical underpinning of the work presented in this
report. V2V messages are based on the notion that safety messages sent between vehicles provide
the starting point for thinking about certificate management and for design of needed CMEs. Other
components of the connected vehicle system, including V2l mobility and environment applications, are
assumed to be part of the evolution of the system. The report includes a discussion of how additional
needs and requirements for the CMEs may develop based on the incorporation of additional users
and applications. Lastly, we outline next steps that are required for deployment and implementation of
the CMEs envisioned herein.
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Chapter 2 Definitions

Activation System

Basic Safety
Message (BSM)

Butterfly Keys

Caterpillar Keys

Certificate
Authority (CA)

Certificate Identifier
Certificate
Management

Entity (CME)

Certificate Policy

Certificate
Revocation List
(CRL)

The Certificate Management Entity (CME) that activates or initializes the
OBE. Itincludes a Certificate Authority for Activation (CAact) and
Registration Authority for Activation (RAxct) that are separate from the CA
and RA of the pseudo system.

The outgoing message sent by a vehicle that communicates information
and data about its current state to a set of neighboring vehicles. That
information or data is used by Vehicle-to-Vehicle (V2V) safety applications
in the neighboring vehicles to warn users of crash imminent situations.

A set of public keys related to a single private key generated by the RA and
CA. There are two — one for signing and one for encryption. The signing
keys are used to validate BSMs signed by the On Board Equipment (OBE).
The encryption keys are used to encrypt the certificates for transmission
back to the OBE.

A pair of public and private key pairs generated by the OBE. There are two
per set of OBE certificates requested. One pair is used for signing and one
pair is used for encrypting. The public parts are sent to the RA where each
is expanded into a set of keys that are sent to the CA as part of each
certificate request.

The SCMS epicenter responsible for certificate production,
certificate validation, and misbehavior detection management.

A unique identifier in each certificate calculated from the linkage values
specific to that certificate provided by the linkage authorities.

An organization that houses the certain functions and activities
necessary for the certificate management process.

The document that describes the roles and responsibilities for implementing a
PKI, the rules governing how certificates are obtained, the technical
requirements for generation and protection of private keys and certificates, and
the requirements for audit records and periodic compliance audits.

A list of certificate identifiers that the Misbehavior Detection and
Management (MDM) function identifies to be misbehaving due to
technical error or human malfeasance.
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Certificate
Signhing Request
(CSR) Certificate

Cocoon Keys

Connected Vehicle
Program

Connected Vehicle
System

Credentialing

Cryptography

Dedicated Short
Range
Communications
(DSRC)

Elliptic Curve

The certificate used to initialize the OBE in order to authenticate the
device to be part of the CME and thus receive batches of five-minute
certificates. Each certificate is valid for five and a half minutes, which means
that a total of 105,120 pairs of keys are required for a one year supply of
certificates (assuming five-minute certificates).

A pair of public and private key sets generated by the RA from the
caterpillar keys passed from the OBE. The purpose is to expand the
caterpillar key into something the CA can use to return information that
only the OBE can read.

The U.S. Department of Transportation (USDOT) research program focused
on the combination of applications, services, and systems necessary to
provide safety, mobility, and environment data to users.

The deployed system of connected vehicle devices, infrastructure, and
back end functions that will enable safety, mobility, and environment
applications to be exchanged.

The process of linking certificates or On Board Equipment to individual
credentials, such as PII.

The combination of mathematical algorithms and computer science to
protect users, networks, and messages sent throughout a network by
encrypting messages. Only authorized users of the network have the
necessary information or credentials to access the data within the network.

The one-way or two-way short-to-medium range wireless communication

channels specifically designed for automotive use and a corresponding set of
protocols and standards.

A public key cryptography method that utilizes points found within a curve

Cryptography (ECC) group to create keys. The point selected from the curve is multiplied by a

Global Processing

Hardware Security
Module (HSM)

Implicit Certificates

Linkage Authority

random number numerous times.

The process of comparing a sample of random messages from the OBE
against the behavioral models based on all message traffic to detect
statistical anomalies that signal potential misbehavior.

A piece of hardware that exists as a layer of security that consistently
protects communications, credentials, and requests by safeguarding and
facilitating encoding, decoding, verification, and electronic signature
procedures. Also accelerates cryptographic transactions per second.

The five-minute certificates.

The CME entity responsible for generation and creation of linkage values
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(LA)

Malfeasance Notice

Malfunction Notice

Misbehavior

Misbehavior
Detection and
Management (MDM)
On Board
Equipment (OBE)

Personally
Identifiable
Information (PII)

Point Multiplication

Private Key

Pseudo System

Public Key
Infrastructure (PKI)

Public Key

Registration

at the request of the RA.

A report generated by the MDM that notifies the RA and other OBE(s) that
a certain OBE(s) is being corrupted by a human intentional error(s).

A report generated by the MDM that notifies an OBE(s) to be taken out of
service and repaired due to a technical malfunction(s).

The reference to technical errors and human intentional errors that have a
negative impact on process operations within the pseudo system.

The CME function responsible for detection, tracking, and managing
potential threats to the CME and connected vehicle system. Also
responsible for CRL management.

The user equipment that provides an interface to vehicular
sensors for safety measures, as well as a wireless communication
interface to the RA for CME processes.

Any form of information that can be used to uniquely identify, contact, or
locate an individual person, directly or indirectly.

The operation of successively adding a point along an elliptic curve to itself
repeatedly. Itis used in elliptic curve cryptography as a means of
producing a key or encrypting an object.

In a PKI, the key held secretly by the subject of a PKI certificate that contains a
related public key. It is not made available to any other entity. The private key
is mathematically related to the public key in such a way that what is encrypted
with one is decrypted with the other.

A system that operates on an ongoing basis to verify, exchange, distribute,
monitor, and accept certificates between vehicles and also between
vehicles and RSE.

A set of hardware, software, people, policies, and procedures needed to
create, manage, distribute, use, store, and revoke digital certificates. PKI
has been chosen as the mechanism to provide integrity and authentication
within the connected vehicle system. This system creates and manages
digital certificates that bind an identity to its public key to certify the sources of
the messages.

In a PKI, the key that is included in a PKI certificate. The public key is
mathematically related to the associated private key in such a way that what is
encrypted with one is decrypted with the other.

The CME entity responsible for certificate batching and issuance and
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Authority (RA)

Roadside
Equipment (RSE)

Root Certificate
Authority (CA)

Security Credential
Management
System (SCMS)

Server Farm

Signhal Phase and
Timing (SPaT)

Trip Trackability

Trust Store
Management

Vehicle-to-Device
(V2X)

Vehicle-to-
Infrastructure (V2I)

Vehicle-to-Vehicle
(Vav)

Virtual Machine

cocooned and decryption key generation. In many cases this function is an
intermediary between the CA and other entities of the connected vehicle
system and is the only CME entity that communicates with the OBE.

An infrastructure node that serves as an intermediary in Vehicle-to-
Infrastructure (V2I) two-way communications between CMEs and vehicles,
or sends out its own messages to OBE.

The master CA that provides the signatures on the certificates for its
subsidiary CAs. The Root CA possesses a self-signed certificate that
contains its own public key to differentiate itself from other CAs.

The set of organizations that house the various functions and activities
necessary for the certificate management process.

A collection of computer servers or processors maintained to accomplish
computational needs associated with key generation, certificate production,
signing, verification, and encryption.

A message that is used to convey the current status of a signalized
intersection. The receiver of this message is able to determine the current
state of each phase and what the expected next phase is to occur.

The ability of someone to track an individual vehicle through either a portion of
or an entire trip.

A process that provides procedures to import, edit, and remove
certificates trusted by the system for validation of a digital signature and
certificates. This process ensures that the issuing CA is self-signed and
loaded directly into the trust store, or that the CA can trace the signature on its
certificate though one or more CAs to a self-signed certificate loaded in the
trust store.

The wireless communication exchange of messages and data between
vehicles, infrastructure, and capable nhomadic devices within the connected
vehicle system.

The wireless exchange of critical safety and operational data between
vehicles and highway infrastructure, intended primarily to avoid motor vehicle
crashes but also to enable a wide range of other safety, mobility, and
environmental benefits.

A dynamic wireless exchange of data between nearby vehicles that offers
the opportunity for significant safety improvements.

The software implementation of a machine (e.g., a processor) that
executes software code program instructions for the functions of the CME.
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X.509 Certificate In cryptography, X.509 is an International Telecommunications Union
Telecommunication Standardization Sector (ITU-T) standard for public key
certificates and attribute certificates. This international standard defines a
framework for how certificates are formatted, revoked, and managed, among
other things.6

6 ITU-T, X.509 website: http://www.itu.int/ITU-T/recommendations/rec.aspx?rec=X.509.
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Chapter 3 CME Functions

This chapter describes the functions necessary for an operational CME. The description of these
functions is based on the team'’s review of documents and several working sessions with subject
matter experts.’ At the time of writing this report, detailed specifications of the technical design were
largely under development and, thus, a set of assumptions about the technical architecture was
needed as the basis for analysis. Assumptions about the CME functions, the authentication process
of an OBE, the details of the CSR, and certificate life spans have been developed and vetted with
USDOT and are described in this chapter and listed in Appendix C. With the evolving development of
the connected vehicle system architecture and decisions regarding technical specifications, future
changes to the current assumptions in this chapter may change the nature of the functions, which in
turn, may impact the overall CME models and SCMS design.

This chapter also includes a detailed discussion of physical, procedural, and technical controls for PKI
systems to demonstrate different methods of protecting and managing sensitive data and maintaining
separation between functions.

Pseudo System Certificate Management Functions

As described in the introduction, PKI is the foundation upon which the proposed security system
models and functions are based. For the PKI to meet the security needs of the connected vehicle
system, four necessary functions were identified: Registration Authority (RA), Certificate Authority
(CA), Linkage Authority (LA), and Misbehavior Detection and Management (MDM). The LAis a
unique function introduced in the connected vehicle system to facilitate revocation of groups of
certificates issued to a single OBE in the event that a malfunction or inappropriate use is detected.
This is driven by the scale of the system and security needs. Because of the large number of five-
minute certificates, there needs to be an efficient method of revocation. Additional explanation of the
certificate revocation process is included in Chapter 8 of this report, with the caveat that the
misbehavior detection processes and technical details have not yet been designed.

Together, these functions make up what the team refers to as the pseudo system. This hame was
coined by technical teams to describe the pseudonymous part of the SCMS that operates on an
ongoing basis (day to day) to verify, exchange, distribute, monitor, and accept certificates
between vehicles and also between vehicles and Roadside Equipment (RSE). This system is
separate from the activation system (CAact), Which is the part of the SCMS that verifies that a
given OBE should be in the system and activates its operation. Figure 3 below illustrates the

" Some of the documents reviewed include the Security Approach for V2V/V2I Communications Delivery
System, the Core System Requirements Specifications (SyRS), Core System, System Architecture
Document (SAD), and the Vehicle Safety Communications (VSC3) Interim Report. Additionally, guidance
was provided by the technical teams that are researching the technical designs, namely the Crash
Avoidance Metrics Partnership (CAMP) and escrypt, Inc. under direction from the USDOT.
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basic relationships between the functions within the entire SCMS.

Figure 3. Security Credential Management System — Model G

Security Credential Management System (SCMS):
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All descriptions below of processes and functions are based on the current technical design
produced by CAMP. It should be noted that private and public keys are asymmetric
cryptographic terms. Symmetric cryptography uses "shared secret keys." There are no "public
keys" or "private keys" in a symmetric cryptographic system because if there are public keys,
anyone can decrypt the information. On the reverse, if there is a private key then only one
person could decrypt information.

On Board Equipment (OBE) generates two key pairs for a request - one for signing and one for
encryption. The public keys for both (caterpillar keys) are sent to the RA which expands each
into a set of cocooned keys. An encryption and a signature key are included in each request
forwarded by the RA to the CA. The CA transforms each into a butterfly key. The signing public
key is in the certificate. The encryption public key is used to encrypt the certificate.

Registration Authority (RA) communicates directly with the OBE and interfaces with each of the other
CME functions. The RA receives OBE certificate requests, which include a signing and encryption
caterpillar public key (explained in further detail under Figure 4). The RA expands each caterpillar key
into cocoon sets of keys for each OBE. Each certificate is valid for five and a half minutes, which
means that a total of 105,120 pairs of keys are required for a one year supply of certificates (assuming
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five-minute certificates). The RA requests linkage values from each LA, and when it receives those
values, it bundles them with the signing and encryption key. The RA collects sets of request data from
multiple OBE and shuffles the requests to ensure that complete certificate requests are not sent to the
CAin a sequentially identifiable order. The RA sends the certificate request to the CA for certificate
issuance. The RAreceives the OBE certificates back from the CA, batches them into groups which
are encrypted, and forwards them to the OBE for use.

Linkage Authority (LA) communicates only with the RA and provides linkage values in response to a
request by the RA. The linkage values provide the CA with a means to calculate a certificate ID and a
mechanism to connect all 105,120 five-minute certificates for ease of revocation in the event of
misbehavior. At this point in time, technical groups believe that at least two LAs are required to split
formation of the certificate ID and improve the privacy of the system. In cases of user malfeasance or
technical malfunction, the value produced by the LAs, known as the linkage value, is placed on the
CRL. Part of the linkage value signifies the day that misbehavior occurred, which informs the RAto
revoke all certificates on a misbehaving OBE from that day forward.

Certificate Authority (CA) issues the certificates used to ensure trust in the system by authenticating a
device. The CA receives the certificate request from the RA. It does a final transformation of the
cocoon keys, calculates a certificate serial number using the linkage values, and generates and signs
the certificates. The CA encrypts each certificate with the encryption public key of the associated
OBE, which is a public key related to the OBE private encryption key, and sends the encrypted data
back to the RA for distribution to the OBE. In addition to certificate issuance, the CA collaborates with
the LAs and RA to identify OBE values to place on the CRL if a malfeasance has been determined. If
malfeasance is identified, the CA will place the linkage value on the CRL, which the CA generates,
signs, and sends to the RA for distribution.

Misbehavior Detection and Management (MDM) receives misbehavior reports from the OBE and
performs investigations or other processes to figure out levels of misbehavior. This is not an external
law enforcement function, but rather a function that represents the internal CME work to detect when
messages are not plausible or when there is potential malfunction or malfeasance within the system.
Policy will control the extent to which any part of the CMEs perform misbehavior management outside
of the system or work with law enforcement. To date, the MDM processes or algorithmic functions
have not been defined.

Figure 4 represents the functions within the CMEs with a detailed listing of responsibilities for each
function for the pseudo system.
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Figure 4. Certificate Management Functions and Responsibilities

» Receives cocooned signing and
encryption public keys
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» Creates and signs certificate

» Encrypts certificate
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encrypted by CA
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identify misbehaving devices and CSR

» Creates 2 CRLs (one for RA, one for
OBE)

» Authenticates RSE*
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» Approves request (confirms CSR is
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» Generates cocooned signing and
encryption public keys

» Requests linkage values from LA1 and
LA2

» Adds linkage values to encryption public
key

» Sends cocooned keys to CA in pairs
(separate values) with linkage values

» Receives encrypted certificates from CA

» Sends annual batch of 12 boxes of
encrypted certificates to OBE

» Receives requests for decryption key
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» Assigns decryption key

» Sends monthly decryption key

» Receives misbehavior report from OBE

» Sends malfunction notice to OBE
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CSR
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*Specifications for RSE certificate management have not been determined. Regardless, an authentication process for RSE will
need to be designed.

Each of these functions and its respective responsibilities within the CMEs plays a critical role in
ensuring that certificates are created, sent, received, and monitored accurately and efficiently within
the pseudo system for the connected vehicle system. A separate system, which is also described in
the subsequent sections of this chapter, is responsible for the activation process. Each of these
systems will be separate from each other and the OBE will interact only with the RA from the pseudo
system.

Figure 5 illustrates the flow of activities and the process of performing the various
responsibilities within each function, as described in the following sections of this chapter.

U.S. Department of Transportation, Research and Innovative Technology Administration
Intelligent Transportation Systems Joint Program Office

Organizational and Operational Models for Certificate Management Entities — Draft 20



Chapter 3 CME Functions - Deliberative, Pre-Decisional, Not for Public Release

Figure 5. CME Process Flow
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The CME processes described in Figure 5 can be summarized in the following points:

e The OBE will first create signing and encryption caterpillar key pairs. The OBE
includes the public caterpillar keys in a certificate request for its batch of annual
certificates, which it signs with its CSR certificate. The OBE then sends the request
to the RA.

e Once the RAreceives the request, it will first check against the CRL to ensure that
the OBE CSR is valid.

e The RA expands the caterpillar keys into a set